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CAC PIEU KIEN CHUNG VE XU LY DU LIEU CA NHAN
GENERAL TERMS AND CONDITIONS ON PERSONAL DATA PROCESSING

QUI BINH CHUNG
GENERAL PROVISIONS

“Dif Liéu Ca Nhan”: 1a dif liéu s6 hodc théng tin dusi dang khac xac dinh hodc gitp xac dinh mét con ngudi cu
thé, bao gém: df liéu c& nhan ca ban va dif liéu cd nhan nhay cdm. D Liéu Ca Nhan sau khi khir nhan dang
khéng con la Dt Liéu C4 Nhan. Dif Liéu Ca Nhan dugc quy dinh cu thé tai Muc 2.1 Cac Biéu Kién Chung nay.

‘Personal Data” refers to digital data or information in other forms that identifies or assists the identification
of a specific individual, including basic personal data and sensitive personal data. Personal data, once de-
identified, is no longer considered personal data.

“Cht Thé Dif Liéu Ca Nhan”: 1a ngudi dugc DT Liéu C4 Nhan phan anh, bao gém tat ca céc khach hang ca nhan
dang st dung sdn pham, dich vu clia Zephyra, ngudi lao déng clia Zephyra va/hodc cac ca nhan khac cé phat
sinh quan hé phap ly vai Zephyra.

‘Personal Data Subject” refer to a person reflected in the personal data, including all individual guests who are
using the products, services of Zephyra, the employees, and/or other persons that have the legal relationship
with Zephyra.

Céc diéu kién chung vé xU ly dif liéu ca nhan (sau day goi tat Ia “Cac Diéu Kién Chung”) nay l1a mot phan khéng
thé tach rdi va can dugc doc, hiéu théng nhat vai cac hop dong, thda thuan, diéu khoan, diéu kién va cac van
kién khac dudc xac 1ap gitta Chti Thé DI Liéu C& Nhan ho&c Bé&n Cung Cap DU Liéu Ca Nhan va Zephyra.

This General Condiitions of Personal Data Processing (hereinafter referred to as “The General Condiitions”) is
an inseparable part and should be read and understood consistently with the contracts, agreements, terms,
conditions and other documents established between the Personal Data Subject or Personal Data Provider
and Zephyra.

Céc biéu Kién Chung co thé dugc Zephyra cap nhat, stra d6i, bS sung hodc thay thé tai ting thdi diém va dugc
Zephyra dang tai trén trang thdng tin dién ti chinh thic clia Zephyra (www.byzephyra.com) va/hodc théng
bdo dén Chli Thé DI Liéu C4 Nhan, Bén cung cap Dif Liéu C4 Nhan théng qua céc phuong tién phi hop khac
cla Zephyra.

The General Conditions may be updated, amended, supplemented or replaced by Zephyra from time to time
and posted by Zephyra on the official website (www.byzephyra.com) and/or announced to the Personal Data
Subject, Personal Data Provider through other appropriate ways.

XU ly DU Liéu Ca Nhan tai Cac Diéu Kién Chung nay dugc giai thich theo céc chinh sach sau clia Zephyra lién
quan t&i xtr ly DT Liéu Cé Nhan:

Personal Data Processing in this General Conditions is explained in accordance with the following Zephyra
policies regarding the processing of Personal Data:

a) Loai DU Liéu Ca Nhan ma Zephyra xU ly va cach thic ma Zephyra xU ly DT Liéu Ca Nhéan;

The types of Personal Data that Zephyra will process and the manner in which Zephyra processes
Personal Data;

b) Muc dich cla viéc x{r ly D Liéu Ca Nhan;

Purpose of processing Personal Data,
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c) Céc td churc, cd nhan co lién quan dén xd ly Dir Liéu Ca Nhan;
Organizations and individuals involved in processing Personal Data,

d) Hudng dan cach thiic d& Cha Thé Dt Liéu Ca Nhan thuyc hién cac quyén va nghia vu lién quan dén D
Liéu Ca Nhan.
Instructions on how Personal Data Subjects can exercise their rights and obligations related to
Personal Data.

B&ng viéc d&ng ky st dung, st dung céc sdn phdm, dich vu clia Zephyra, giao két hgp déng vai Zephyra, Cha
Thé D{r Liéu Ca Nhan va/hodc Bén cung cap D Liéu Ca Nhan déng y va cho phép Zephyra xt Iy DU Liéu Ca
Nhan, ch&p nhan toan b va khéng kém theo bat ky diéu kién nao déi véi cac chinh sach dugce dé cép tai Cac
Diéu Kién Chung nay va cac thay déi (néu co) tai ting thai diém.

By registration to use or using the products, services of Zephyra, signing the contracts with Zephyra, the
Personal Data Subject and/or the Personal Data Provider agree and allow Zephyra to process Personal Data,
fully accepting without any condiitions the policies mentioned in the General Condlitions and any changes (if
any) from time to time.

Khi cung cép D Liéu Ca Nhan ctia mdt bén thir ba (bao gébm nhung khéng gidi han & théng tin clia ngudi phu
thude, ngudi cé lién quan theo quy dinh phap luat, va/chéng, con va/hodc cha me va/hodc ngudi giam hd, ban
bé&, bén thu hudng, ngudi dugc Uy quyén, déi tac, ngudi lién hé trong cac trudng hop khan cap hodc ca nhan
khac) cho Zephyra, B&n Cung Cap Dir Liéu Ca Nhan cam doan, bdo dadm va chiu trach nhiém réng D Liéu Ca
Nhan d& dugc cung cap day ddi va coé dudc sy dong y/chap thuan hap phap clia bén thir ba dé dé Zephyra xur
ly cac D Liéu Ca Nhan cho cac muc dich dugce néu tai Cac Diéu Kién Chung nay. Bén Cung Cap D Liéu Cé
Nhan déng y réng Zephyra khong co trach nhiém phai thdm dinh vé tinh hgp phép, hop Ié clia su déng y/chap
thuan nay va viéc luu trif bang ching chimg minh thuéc trach nhiém clia Bén Cung Cap DU Liéu Ca Nhan.
Zephyra dugc mién trach nhiém va dugc yéu cau béi thusng céc thiét hai, chi phi lién quan khi Bén Cung Cap
D{ Liéu Ca Nhan khéng thuc hién dung ndi dung quy dinh tai Muc nay.

When providing Personal Data of a third party (including but not limited to information of dependents, legally
related persons, spouses, children and/or parents and/or guardian, friends, beneficiaries, attorneys, partners,
emergency contacts or other individual of the Personal Data Subject) to Zephyra, the Personal Data Subject
commits, warrants and is responsible that the Personal Data has been provided fully information and obtained
the legal consent/approval of that third party for Zephyra to process the Personal Data for the purposes set
out in the General Condiitions. The Personal Data Provider agrees that Zephyra is not responsible for assessing
the legality or validity of this consent/approval and that storing evidence is the responsibility of the Personal
Data Provider. Zephyra is exempted from liability and required to compensate for damages and related costs
when the Personal Data Provider fails to comply with the provisions of this Section.

Zephyra cam két tuan tht cac nguyén tac sau khi xdr ly DI Liéu Cé Nhan:
Zephyra commits to obey the following principles when processing the Personal Data:

a) Zephyra xU ly va bdo vé DT Liéu Ca Nhan phu hap véi quy dinh clia phap luat Viét Nam; tuan tha day
du theo Cac Biéu Kién Chung nay va cac hgp dong, thda thuan, van kién khac xac 1ap véi Chl Thé D
Liéu Ca Nhan va/hoéc Bén cung c&p D{r Liéu Ca Nhan;

Zephyra processes and protects the Personal Data in accordance with the laws of Vietnam, obeys
all provisions of the General Conditions and the contracts, agreements, other documents signed
with the Personal Data Subject;

b) Zephyra thu thap DU Liéu Ca Nhan véi muc dich cu thé, ré rang, hap phap, trong pham vi cac muc
dich da néu tai Cac Diéu Kién Chung nay va phu hgp vai quy dinh ctia phap luét Viét Nam;
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Zephyra collects the Personal Data for the specific, clear and lawful purposes, within the purposes
stated in the General Conditions and in accordance with the provisions of the Vietnamese laws;

c) Zephyra ludn ap dung va cép nhat cac bién phap ky thuat phu hgp vdéi quy dinh cla phap luat Viét
Nam nhdm dadm bao tinh an toan dif liéu ctia D{ Liéu Ca Nhan, bao gém ca viéc cac bién phap bao
vé khoi su truy cap trai phép hoac trai phap luat va’hodc su pha hly, mat, thiét hai cho DT Liéu Cé
Nhan;

Zephyra always applies and updates the technical ways in accordance with the provisions of
Vietnamese laws to ensure the data security of Personal Data, including measures to protect against
unauthorized or unlawful access and/or destruction, loss or damage to Personal Data;

d) Zephyra luu trir DU Liéu Ca Nhan mét cach thich hap va trong pham vi can thiét nham muc dich xir ly
phu hgp véi quy dinh cla phap luat Viét Nam;

Zephyra stores Personal Data appropriately and within the necessary scope for processing in
accordance with the provisions of Vietnamese laws;

e) Ngoai cac nguyén tac néu trén, Zephyra cam két tuan thi cac quy dinh lién quan dén bao vé dir liéu
cd nhan cla tré em va dam bao tuan tht cac quy dinh phap Iuét vé bao vé dit liéu cé nhan tai ting
thoi diém.

In addition to the above principles, Zephyra commits to complying with regulations related to
children’s data protection and ensuring compliance with legal requlations on data protection from
time to time.

DU LIEU CA NHAN
PERSONAL DATA

Loai DU Liéu Ca Nhan
Type of Personal Data

D& Zephyra co thé x{ ly Dif Liéu C& Nhan cho cac muc dich quy dinh tai Muc 3.1 Cac Biéu Kién Chung nay ciling
nhu tuan thd quy dinh clia phap luat lién quan khac diéu chinh hoat déng clia Zephyra, Zephyra co6 thé xar ly
D Liéu Ca Nhan sau:

To process the Personal Data for the purposes provided at Section 3.7 the General Condiitions as well as the
compliance with the regulations relating to Zephyra's business, Zephyra can process the Personal Data as
follows:

a) DU Liéu Ca Nhan ca ban:
Basic personal data includes:
. Ho, chlr dém va tén khai sinh, tén goi khac (néu co);
Last name, middle name and given name at birth, other names (if any);
. Ngay, thang, ndm sinh; ngay, thang, nam chét hodc mét tich;

Date of birth, date of death or disappearance,

. Gidi tinh;
Gender;
o Nai sinh, noi déng ky khai sinh, ngi dang ky thudng trd, nci dang ky tam trd, nci & hién tai, qué quan,

dia chi lién hé;
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Place of birth, place of birth registration, place of permanent residence, place of temporary
residence, place of current residence, hometown, contact address;
Quéc tich;
Nationality;
Hinh &nh cla ca nhan;
Personal images;
S8 dién thoai, s6 dinh danh cé nhan, s6 hd chiéu, s gidy phép lai xe, s6 bién sé xe;

Phone number, personal identification number, passport number, vehicle license number, vehicle’s
number;

Tinh trang hdn nhan;

Marital status;

Théng tin vé mai quan hé gia dinh (cha me, con, vg, chdng);
Information on family relationships (parents, children),
Théng tin vé tai khoadn sé clia ca nhan;

Information on personal accounts;

Céc thong tin khac gan lién vai mét con ngudi cu thé hodc gilip xéc dinh mot con ngudi cu thé khong
thudc quy dinh tai diém b khodn nay.

Other information associated with a specific individual or helping to identify a specific individual not
covered initem b of this Clause.

D{ Liéu Ca Nhan nhay cdm:

Sensitive personal data:

Tinh trang suc khoe;

Health conditions;,

Hinh anh thé c&n cudc, thé can cudc céng dan, chiing minh nhan dan, hd chiéu;
Images of identity cara, citizen identity card, personal identification, passport;
Théng tin thé ngéan hang;

Bank card information;,

DU liéu ca nhan khac dugc phap luat quy dinh can gilt bi mat hodc can cé bién phap bdo méat chat
ché.

Other personal data that is required by law to be kept confidential or to have strict security
measures.

Nguén D Liéu Ca Nhan

Personal Data Sources

a)

Zephyra hoac bén xtr ly dif liéu ctia Zephyra hodc bén thi ba dugc phép xt ly dir liéu cho Zephyra co
thé thu thap nhitng dit liéu nay ti Cha Thé Dt Liéu C& Nhan khi Cha Thé Dir Liéu Ca Nhan yéu cau,
hodc trong qué trinh Zephyra cung c&p cho Cha Thé D Liéu Ca Nhan bat ky sadn pham va dich vu
nao clia Zephyra, va tu nhi€éu nguén da dang, bao gém nhung khéng gidi han:
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Zephyra or the party processing the data of Zephyra or the third party allowed to process data for
Zephyra can collect data from the Personal Data Subjects when he/she requires or during the
process Zephyra provides any products or services to the Personal Data Subjects, and from many
other sources, includes but is not limited to:

(i)

(ii)

(iii)

(vi)

Théng qua quan hé gitra Chti Thé D Liéu Ca Nhan va Zephyra, bao gém nhung khéng gidi
han & théng tin ma Cha Thé Dir Liéu Ca Nhan cung cép trong céc van ban dang ky va/hodc
céc tai liéu hd trg giao dich, khi Chut Thé D Liéu Ca Nhan st dung cac san pham hodc dich
vu cla Zephyra, khi tham gia cac khao sat, cac cudc thi va chuong trinh khuyé&n mai danh
cho Chti Thé DU Liéu Ca Nhan...;

Through the relationship between the Personal Data Subject and Zephyra, including but not

limited to the information that the Personal Data Subject provides in the registration forms
andyor the transaction supporting documents, when the Personal Data Subject uses the
products, services of Zephyra, or when participating in the surveys, the examinations and
promotions for the Personal Data Subject...;

Théng qua lién hé trao d6i bang I6i ndi va van ban clia Chl Thé Dit Liéu Ca Nhan véi Zephyra
va/hodc céc ca nhan/td chirc dudc Zephyra Gy quyén;

Through oral and written communications of the Personal Data Subject with Zephyra and/or
individuals/organizations authorized by Zephyra;

TU nha cung cap dich vu, déi tac, don vi tu van clia Zephyra, bao gébm nhung khéng gidi han:
bén thuc hién khao sét, truyén théng mang xa hdi, ti€p thi, ngén ngla gian 1an, tap hap dir
liéu; bén hd trg co s3 ha tAng va phuong tién cédng nghé, va cac bén thir ba khac lién quan
dén hoat ddng kinh doanh clia Zephyra;

From service providers, partners, consultants of Zephyra, including but not limited to:
surveyors, social media, marketing, fraud prevention, aggregation data, technology
facilities and infrastructure support parties, and other third parties related to Zephyra's
business operations;

TU céc bén thi ba co quan hé véi Cha Thé D Liéu Ca Nhan, bao gébm nhung khéng gidi han
& ngudi st dung lao ddng, déng s& hitu tai khoan, bén cép tin dung, bén cung cap bién phap
bdo dam, déng ddi tac, déng quan ly hodc déng s& hitu ¢ phan;

From the third parties related to the Personal Data Subject, including but not limited to: the
employers, account co-holders, credit grantors, security providers, co-partners, co-
managers and co-shareholders;

Tu céc ca quan thudc Chinh pha, hodc théng tin thu thap tu bat ky nguén cong céng s&n
¢, cac hudng dén, hodc cad quan dang ky nao;

From government agencies, or information obtained from any publicly available source,
guideline, or registry;

TU céc cd quan cé tham quyén khac tai Viet Nam hodc & nudc ngoai;

From other competent authorities in Vietnam or abroad;

(vii) Théng qua cac doan phim luu trr tir hé théng may quay, camera gidm sat tai tru s3 kinh

doanh cla Zephyra;

Through the clips from camera systems and surveillance cameras at Zephyra's
business/transaction locations;
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(viii) Théng qua céc tap tin dugc tao ra bai trang mang ma Chu Thé Dir Liéu Ca Nhan truy cap
(cookie(s)) hodc cac thiét bi/cdng cu giam sat tuong tu;

Through files created by the website that the Personal Data Subject visited cookie(s) or
similar monitoring devices/tools;

(ix) TU nguédn dif liéu clia bén thir ba, [a ngudn dit liéu ma Cha Thé Dif Liéu Ca Nhan da dong y
cho viéc thu thap dir liéu, hodc nguén ma viéc thu thap dif liéu phi hap véi quy dinh clia
phap luat.

From data sources of the third party that the Personal Data Subject agreed to collect data,
or the sources collects data in accordance with legal regulations.

D Liéu Ca Nhan co thé dugc thu thap bai cac ca nhan thuéc mang Iudi Zephyra va céc hé théng
théng tin lién lac, bao gém nhung khéng gidi han & website, dién thoai, cac cudc hdi thoai qua dién
thoai ¢6 dinh va dién thoai di déng, thu dién tl, tin nhan, phong trd chuyé&n hodc cac phuaong tién
trao d&i thong tin khac clia Chti Thé Dif Liéu Ca Nhan. D& 1am r, Dif Liéu Ca Nhan cé thé dugc thu
thap thdng qua céc D Liéu C4 Nhan do Chui Thé Dif Liéu Ca Nhan cung cap, théng qua cac yéu cau
clia Zephyra v&i Chli Thé D Liéu Ca Nhan (hodc ngudi dai dién ctia Chd Thé DUt Liéu Ca Nhan) hodc
do Zephyra tu thu thap hodc thu thap tir cac nguén cung cép théng tin khac (bao gém céa théng tin
dugc phd bién réng réi), dugc khdi tao hodc téng hgp cung vai cac théng tin khdc ma Zephyra co
dugc.

Personal Data may be collected at Zephyra's network of business units, by individuals within the
Zephyra network and communications systems, including but not limited to websites, telephones,
landline and mobile phone conversations, emails, text messages, chat rooms or other measures of
communication by Personal Data Subjects. For clarity, Personal Data may be collected through
Personal Data provided by the Personal Data Subject, through Zephyra's requests to the Personal
Data Subject (or their representative) of the Personal Data Subject) or collected by Zephyra itself or
from other information sources (including information that is publicly avaiable), created or
aggregated with other information that Zephyra has.

XU Li DU LIEU CA NHAN

PERSONAL DATA PROCESSING

Muc dich xtr ly Dt Liéu Ca Nhéan

Purposes of Personal Data Processing

Dir Liéu Ca Nhan co thé dugc Zephyra hodc bén x{ ly di liéu clia Zephyra hodc bén thir ba dugc phép x{ ly dir
liéu cho Zephyra phuc vu mét hodc nhiéu muc dich sau:

The Personal Data may be processed by Zephyra or Personal Data Processor of Zephyra or the third party

allowed to process the personal data to Zephyra for one or more purposes as follows:

Dénh gid va cung cdp cac san phdm, dich vu cda Zephyra cho Chu Thé Dir Liu C3 Nhén

Evaluate and provide Zephyra'’s products and services to Personal Data Subjects

a)

Nhan biét, xac minh va duy tri thdng tin chinh xac vé nhan biét Chd Thé D Liéu Ca Nhan; tim kiém,
xac minh va tién hanh cac hoat dong kiém tra vé phong chéng rira tién va cac kiém tra khac véi Chu
Thé D Liéu Ca Nhan theo quy dinh phap luat;

Identify, verify and maintain accurate information regarding the identity of the Personal Data
Subject; search, verify and conduct anti-money laundering and other checks on Personal Data
Subjects as required;
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Panh gia, xac dinh, thAm dinh va phé duyét viéc cung cap san pham, dich vu theo dé nghi ctia Chu
Thé D Liéu Cé Nhan va/hodc ngudi lién quan ctia Chd Thé D Liéu Ca Nhan;

Evaluate, determine, appraise and approve the provision of products and services according to
registration documents and requests of Personal Data Subjects and/or related persons of Personal
Data Subjects;

Tham dinh, xay dung va danh gid muc do tin cay trong st dung san ph&m, dich vu ctia Chl Thé D
Liéu Ca Nhan;

Appraise and evaluate the level of reliability in using products and services of Personal Data Subjects;

Can nhéc viéc cung cap hoac tiép tuc cung cép bat ky sdn pham, dich vu nao clia Zephyra cho Chu
Thé DU Liéu C4 Nhan.

Consider providing or continuing to provide any products, services of Zephyra to Personal Data
Subjects.

Thuc hién cac nghia vu trong hop déng, thda thuan, diéu khoan, diéu kién va céc van kién khac gida Zephyra
va Chu Thé Da Lidu Cd Nhén va chdm sdc khéch hang

Carry out obligations in contracts, agreements, terms, conditions and other documents between Zephyra
and Personal Data Subjects and take care of customers

a)

b)

c)

Thuc hién cac nghiia vu theo hgp déng, thda thuan va cung cép san pham, dich vu cho Cha Thé Dt
Liéu Ca Nhan;

Carry out obligations according to the contracts, agreements and provide proaducts, services to
Personal Data Subjects;

Cham séc khach hang, gidi quyét khiéu nai, tranh chap (néu co) véi Chu Thé Dir Liéu Ca Nhan;
Customer care, resolving complaints and lawsuits from Personal Data Subjects;

Lién hé v&i Chl Thé DI Liéu Ca Nhan, tiép thi truc tiép, gidn tiép cac san pham, dich vu véi Cha Thé
D Liéu C4 Nhan, thuc hién cac chuong trinh khuyé&n mai, di qua, trao thudng, giao qua tang.

Contact Personal Data Subjects, directly or indirectly market products and services to Personal Data
Subjects, implement promotional programs, exchange gifts, give prizes, deliver gifts.

Hiéu vé nhu céu sur dung sén phadm, dich vu cia Chu Thé Dir Lidu C3 Nhén va cdi thién chat luong cung ung
$8n phdm, dich vu cda Zephyra

Understand the needs using products, services of Personal Data Subjects and improve the quality of provision
products, services of Zephyra

a)

b)

c)

Hiéu rd hon vé nhu céu hién tai va tuong lai clia Cht Thé D Liéu Ca Nhan;
Better understand the Personal Data Subject's current and future needs and financial situation;,

Cai thién, tdng cudng, ca nhan hoa, cé biét hda cac san phdm va dich vu clia Zephyra va phat trién
céc san pham, dich vu mai;

Improve, enhance, personalize Zephyra's products and services and develop new products and
services;

Tién hanh nghién cuu thi trudng, khao séat va phan tich dif liéu lién quan dén bat ky sdn pham, dich vu
nao clia Zephyra cung cap téi Ch Thé Dit Liéu Ca Nhan;
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Conduct market research, surveys and data analysis related to any Zephyra products and services
provided to Personal Data Subjects;

Thuc hién cac hoat déng khac cé lién quan dén viéc cung cap, van hanh va quan ly clia Zephyra doi
Vi cac san pham, dich vu clia Zephyra va/hodc dé phét trién, ndng cao va tdng cudng viéc cung cap
céc sdn pham, dich clia Zephyra tdi cdc Chu Thé D Liéu Ca Nhan ndi chung; va cac muc dich khac
ma Zephyra danh gid 1& phu hagp tai tai tiing thdi diém.

Carry out other activities related to Zephyra's provision, operation and management of products
and services andy/or to develop, enhance the provision Zephyra's products and services to Personal
Data Subjects in general; and other purposes that Zephyra considers appropriate from time to time.

Diéu hanh hoat dong kinh doanh va quan tri rdi ro ndi bd cia Zephyra

Operation the business and management internal risks of Zephyra

a)

b)

c)

d)

e)

f)

Dé& dam bao muc dich kinh doanh hop phap clia Zephyra trong nhitng trudng hgp méa Zephyra cho
14 can thiét, bao gém nhung khéng gidi han & viéc trao déi thong tin véi Zephyra, cic déi tac, nha
cung cap dich vu cho Zephyra;

To ensure Zephyra's legitimate business purposes in cases that Zephyra deems necessary, including
but not limited to exchanging information with Zephyra, partners, and service providers;

D& nhap liéu, dé kiém tra tinh day dl va chinh xac clia dif liéu ma Cha Thé Dit Liéu C4 Nhan cung c&p
cho Zephyra va/hoac théng tin Zephyra nhap liéu trén hé théng;

To input data or to check the completeness and accuracy of the data that the Personal Data Subject
provides to Zephyra and/or the information Zephyra inputed into the system;,

D& thuc hién tudn tha véi cac thda thuan, hap déng gitta Zephyra va cac bén thi ba khac;

To comply with agreements and contracts between Zephyra and other third parties;

D& thuc hién céc nghia vu vé bao cdo, tai chinh, ké toan va thué;

To fulfill reporting, financial, accounting and tax obligations;

D& thuc hién céc hoat dong cé muc dich kiém todn, quan Iy rdi ro va tuan tha;

To carry out activities for audit, risk management and compliance purposes;

DE phuc vu céc yéu cau trong hoat déng ndi bd clia Zephyra hodc cac dan vithanh vién clia Zephyra;

To serve the internal requirements of Zephyra or its member;

Tuan tha quy dinh cia phap lugt, diéu udc qudc té€ ma Viét Nam la thanh vién

Comply with the provisions of law and international treaties to which Vietnam is a member

a)

b)

c)

PE cung cép cho cac ca quan nha nudc co tham quyén theo quy dinh clia phép Iuat;
To provide the information to the competent authorities according to the laws;

Dé thuc hién céc nghia vu theo quy dinh clia phap Iut, cac diéu udc quéc té ma Zephyra phai tuan
thli va y&u céu clia co quan Nha nudc co thdm quyén;

To carry out the obligations according to the laws, international treaties that Zephyra must comply
and requirements of the competent authorities;

Pé tao dif liéu, bdo cdo va thdng ké trén ca s& yéu cau clia cd quan cd thdm quyén theo quy dinh clia
phap luat.
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To create data, reports and statistics based on requests from the competent authorities according
to the provisions of law.

Phong, chdng va ngan ngua toi pham
Crime prevention, combat, and deterrence

a) D& danh gia rdi ro, phan tich xu hudng, théng k&, Ién k& hoach, bao gédm phan tich xtr ly dit liéu vé
phong chéng rlfa tién, dé tao 1ap va duy tri hé théng danh gia va duy tri dif liéu vé lich st giao dich
ctia Chdi Thé Dir Liéu Ca Nhan;

To assess risks, analyze trends, make statistics, plan, including analyzing and processing data on anti-
money laundering, to create and maintain a evaluation system and data on transaction history of
Personal Data Subject's;

b) D& phét hién, ngén chan va diéu tra tdi pham, tan cdng hodc vi pham bao gébm ca gian lan, rira tién,
khiing bé, tai trg v khi hlly diét hang loat, héi 16, tham nhiing hodc trén thué.

To detect, prevent and investigate crimes, attacks or violations including fraud, money laundering,
terrorism, financing of weapons of mass destruction, bribery, corruption or tax evasion.

Bdo dam quyén va loi ich hop phap cia Zephyra va cdng dong x& hor
Ensure the legitimate rights and interests of Zephyra and the social community

a) D& bao vé hodc thuc thi cac quyén va Igi ich hap phap clia Zephyra, bao gébm quyén thu céc khodn
phi, thu hoi va xt ly cac khodn ng ma Cha Thé Dif Liéu C4 Nhan dang ng Zephyra;

To protect or enforce Zephyra's legitimate rights and interests, including the right to collect fees,
recover and settle debts owed by Personal Data Subjects to Zephyra;

b) D& thuc hién trach nhiém véi cdng déng, xa hoi.

To fulfill responsibilities to the community and society.
Tao diéu kién thudn Ioi cho viéc sap nhap, mua lai va gdp von, thodi von cia Zephyra
Facilitate mergers, acquisitions, capital contributions, and divestments of Zephyra

Pé thuc hién céc giao dich nhu chuyén giao, dinh doat, sép nhap ho&c mua ban, trao déi ndo ddi véi hoat
doéng, tai sdn cla Zephyra.

To carry out transactions such as transfer, disposition, merger or purchase, sale or exchange of Zephyra's
operations and assets.

Trudng hgp xt ly DT Liéu Cé Nhén cho cac muc dich khac ngoai cac muc dich néu trén, Zephyra sé chi thuc hién theo
thda thuan vai Chi Thé D Liéu Ca Nhan hodc khi dat dugc su chdp thudn clia Cha Thé Dir Liéu Ca Nhan.

In case of processing Personal Data for purposes other than those mentioned above, Zephyra will only do processing
according to the agreement with the Personal Data Subject or upon obtaining the consent of the Personal Data

Subject.
3.2

321

Cung cép Di Liéu C& Nhan: Nhdm thuc hién cac muc dich va hoat déng xtr Iy DU Liéu Ca Nhan tai Cac Diéu
Kién Chung nay, Zephyra co thé cung cap D Liéu Cé Nhan cho céc bén sau:

Provide Personal Data: To carry out the purposes and process Personal Data according to this General
Conditions, Zephyra can provide Personal Data to the following parties:

Cdc don vj thanh vién cua Zephyra

Members of Zephyra
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B4t ky don vi thanh vién nao thudc Zephyra, cac cong ty s& hitu truc ti€p hodc gian ti€p Zephyra, cac cong ty
con, cong ty lién doanh, céng ty lién két dugc Zephyra xac dinh tai ting thsi diém.

Any members of Zephyra, companies that directly or indirectly own Zephyra, subsidiaries, joint ventures, and
affiliated companies are determined by Zephyra from time to time.

Bén thur ba hé tro xdc minh thong tin Chu Thé D Liéu Cd Nhén
Third parties assist in verifying Personal Data Subject information

Ca quan/td chiic/ca nhan cé lién quan dén Chd Thé Dif Liéu Ca Nhan ma Zephyra can cd quan/td chiic/ca
nhan dé xac minh thdng tin Cha Thé D Liéu C4 Nhan.

The agency/organization/individual related to the Personal Data Subject that Zephyra needs to verify the
Personal Data Subject information.

Co quan co thdm quyén
Competent authorities
a) Céc co quan c6 thadm quyén yéu cau cung cap thong tin theo quy dinh clia phap lut;
The competetent authorities require to provide the information in accordance with the laws;

b) Bat ky tda &n, trong tai, ca quan t6 tung, thi hanh an nao coé tham quyén/dudc yéu cau viéc thuc thi
tréch nhiém tu Zephyra;

Any court, arbitrator, litigation or enforcement agency has authority/requests the enforcement of
responsibilities from Zephyra;

C) B4t ky c& nhan, cd quan cé thdm quyén hodc ¢ quan quan ly hodc bén thi ba ma Zephyra dugc
phép hodc bat budc phai tiét 16 theo quy dinh clia bat ky quéc gia nao hodc theo bat ky hop déng
hodc cam két nao khac gilia bén thir ba va Zephyra.

Any person, competent authority or management agency or third party to whom Zephyra is
authorized or required to disclose under the regulations of any country or under any contract or
undertaking between any third party and Zephyra.

Nhé cung cdp dich vu cho Zephyra va bén hop tac cung cép dich vu vdi Zephyra
Service providers and the cooperating parties providing services with Zephyra

a) B&t ky nha thau, dai ly, bén cung cap dich vu, nha tu van hodc cac bén hgp tac véi Zephyra (bao gém
ca nhan vién, giam déc, 1anh dao); cac t8 chirc 1a bén ban, nha cung cap, cac déi tac, dai ly bao gébm
nhung khéng gidi han & cac cong ty cung cép céac dich vu hd trg cho céc hoat déng kinh doanh clia
Zephyra nhu: céc t6 chiic cung cap dich vu vé hanh chinh, thu tl, ti€p thi qua dién thoai, ban hang
truc tiép, trung tdm goi dién, quy trinh kinh doanh, du lich, thi thuc, quan tri tri thiic, quan tri nhan su,
xU ly dit liéu, cdng nghé théng tin, may tinh, thanh toan, thu héi ng va cac kiém tra ly lich khac, nghién
cliu tri trudng, mé hinh hoéa di liéu, déi thudng, luu trif va quan ly hd so, nhap liéu, sang loc trudc va
xac minh, phap ly, trang mang hodc phuaong tién truyén thong xa hdi, vién théng, gi tin nhdn hodc
gui thu dién tr, két ndi mang, dién thoai, co s& ha tang va hd trg céng nghé, quan Iy luc lugng lao
ddéng, bao céo rui ro, an toan théng tin, duy tri phdn mém va gidy phép, trung tadm di liéu, hdi thoai
va hoi thao, cac dich vu tu van, dich vy trung gian thanh todn, chuy&n mach va/hodc cac dich vu khac
c6 lién quan dén, hodc dé hd trg, cho viéc van hanh hoat déng kinh doanh ctia Zephyra;

Any contractors, agents, service providers, consultants or parties cooperating with Zephyra
(including employees, directors, leaders); organizations that are sellers, suppliers, partners, agents
including but not limited to companies providing support services for Zephyra's business activities
such as: organizations providing administrative services, correspondence, telemarketing, direct
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sales, call centers, business processes, travel, visas, knowledge management, human resources
management, data processing, information technology, computers, billing, debt collection and other
background checks, market research, data modeling, redemption, record keeping and
management, data entry, screening prior and verification, legal, website or social media,
telecommunications, messaging or email, networking, telephony, infrastructure and technology
support, workforce management, risk reporting, information security, software and licensing
maintenance, data centers, conversations and conferences, consulting services, payment
intermediary services, switching ana/or or other services related to, or in support of, the operation
of Zephyra's business;

Céc di tac kinh doanh, déi tac lién quan co hop tac vai Zephyra dé phat trién, cung cap hodc lién
quan tdi viéc phat trién, cung cap cac san pham, dich vu clia Zephyra.

Business partners and related partners who cooperate with Zephyra to develop, provide or are
involved in the development and supply of Zephyra's products and services.

Bén thu ba duoc Chu Thé DO Ligu C8 Nhan dy quyén

The third party is authorized by the Personal Data Subject

a) Cung cép cho bat ky ngusi ndo hanh déng nhan danh Chti Thé D Liéu Ca Nhan (bén nhan thanh
toan, bén thu hudng, ngudi dugc chi dinh lién quan tdi tai khodn, cac ngan hang trung gian, ngan
hang xac nhan, ngan hang dai ly...);

Provide to any person acting on behalf of a Personal Data Subject (payee, beneficiary, account
nominee, intermediary banks, confirming bank, correspondent banks...);

b) B&t ky ngudi ndo dudc thong béo, Gy quyén, cho phép bai Chui Thé Dif Liéu Ca Nhan I3 dudc phép dé
dua ra cac thong tin phuc vu giao dich thay cho Chti Thé Dir Liéu Ca Nhan.

Any person notified, authorized, or permitted by the Personal Data Subject is authorized to provide
transaction information on behalf of the Personal Data Subject.

Bén thu ba khac

The other third party

a) Céc bén lién quan khdc ma Zephyra thay 1& can thiét dé dap ting, bdo vé& quyén va Igi ich hap phap
ctia Chu Thé Dir Liéu C& Nhan;

Other relevant parties that Zephyra deems necessary to meet and protect the legitimate rights and
interests of the Personal Data Subject;

b) Céc cb van clia Chti Thé D Liéu Ca Nhan hodc Zephyra bao gém ca ké toan vién, cac kiém toan vién,
céc luat su, tu van tai chinh;

AadVvisors to the Personal Data Subject or Zephyra including accountants, auditors, lawyers, financial
consultants;

c) Cac bén trong giao dich mua hodc ban ng, tai san cla Zephyra;

Parties in the transaction of buying or selling Zephyra's debt and assets;
d) Bat ky ca nhan nao co y dinh thanh toan bat ky khoan tién chua thanh toan nao lién quan dén Chu

Thé Dt Liéu C4 Nhan vdi Zephyra;

Any individual who intends to pay any outstanding sums relating to a Personal Data Subject to
Zephyra,
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e) Céc bén xtr ly Dir Liéu Ca Nhan khac dugc thuc hién khi co su chap thuan ctia Chi Thé Dif Liéu Ca
Nhan;

Other processing of Personal Data is carried out with the consent of the Personal Data Subject;

f) Céc bén xtr ly DU Liéu Ca Nhan da dugc Chl Thé D Liéu Ca Nhan chap thuan khi st dung cac san
ph&m, dich vu clia Zephyra.

The parties processing Personal Data have received consent from the Personal Data Subject when
using Zephyra products and services.

Céch thue xt ly DI Liéu Cé Nhan: Tuy thudc vao muc dich xt ly D Liéu Ca Nhan, Zephyra hodc bén xur ly dir
liéu clia Zephyra hodc bén thir ba dugc phép U Iy dif liéu cho Zephyra cé thé dp dung céc cach thire xU Iy phu
hop bao gébm nhung khéng gidi han & cac phuong thiic xUr ly DT Liéu Ca Nhan tu dong, thi céng hodc cac
phuong thirc khac phu hgp vai quy dinh clia phép luat va clia Zephyra tai tiing thdi diém.

Personal Data processing methods: Depending on the purposes of processing Personal Data, Zephyra or its
data processors or third parties authorized to process data for Zephyra may apply appropriate processing
methods include but are not limited to automatic, manual or other methods of processing Personal Data in
accordance with the provisions of law and Zephyra from time to time.

Thdi gian x Iy Dif Liéu Ca Nhan: Tuy thudc ting hoat déng cu thé, Dir Liéu Ca Nhan co thé dugc Zephyra i Iy
sau khi dugc cung cap, thu thap va két thuc khi hoan thanh viéc xir ly dir liéu pht hgp vai muc dich thuc hién
hodc cho dén khi Dl Liéu Ca Nhan da dugc xda theo quy dinh.

Personal Data processing time: Depending on the specific activity, Personal Data may be processed by
Zephyra after it is provided, collected and ends when data processing is completed in accordance with the
purpose of Zephyra or until the Personal Data has been deleted in accordance with regulations.

Hau qua, thiét hai khéng mong mudn cé thé xay ra: Viéc x ly Dir Liéu Ca Nhan ludn tiém &n rli ro rd ri dir liéu
hodc xU ly dit liéu khéng phlu hop. Zephyra nhén thic tdm quan trong va trach nhiém cla viéc bao vé D Liéu
Cé Nhan, cam két 4p dung céc bién phap bao vé phlu hop theo quy dinh clia phap luat hién hanh va thudng
Xuyén xem xét, c&p nhat cac bién phap ky thuat t&i tu nhat d& ddm bao an toan trong viéc xtr Iy Dif Liéu C4
Nhan, nd luc t&i da phong ngtra rii ro va han ché cac hau qua, thiét hai khéng mong mudn cé thé xay ra, bdo
vé quyén va Igi ich hgp phap ctia Chti Thé Dir Liéu C4 Nhan va clia Zephyra.

Unexpected consequences and damages may occur: Processing Personal Data always carries the risk of data
leakage or inappropriate data processing. Zephyra recognizes the importance and responsibility of
protecting Personal Data, commits to applying appropriate protection measures in accordance with current
laws and regularly reviews and updates technical measures. The most optimal techniques to ensure safety in
processing Personal Data, make maximum efforts to prevent risks and limit unwanted consequences and
damages that may occur, protect legitimate rights and interests of the Personal Data Subject and of Zephyra.

CHUYEN DU LIEU CA NHAN RA NUGC NGOAI
TRANSFER OF PERSONAL DATA ABROAD

Nh&m thuc hién cac muc dich xUr ly Dir Liéu Ca Nhan tai Cac Biéu Kién Chung nay va cac hop déng, thda thuan,
van kién khac da xac 1ap v&i Cht Thé DU Liéu Ca Nhan, Zephyra cé thé phai cung cap/chuyén D Liéu Ca Nhan
cho céc bén thir ba lién quan clia Zephyra va cac bén thir ba nay cé thé cé tru s& tai Viét Nam hodc ngoai lanh
thé Viét Nam. Khi thuc hién cung cap/chuyén D Liéu Ca Nhan ra nudc ngoai (bao gébm nhung khdng gidi han
3 hoat déng str dung khéng gian mang, thiét bi, phuong tién dién tir hodc cac hinh thirc khac dé chuyén D
Liéu C4 Nhan ra ngoai 1anh thé Viét Nam), Zephyra sé& yéu cau bén thir ba tiép nhan ddm bao an toan, bdo mat
déi vai DI Liéu Ca Nhan dugc cung cap/chuyén giao. Zephyra cam két tuan thi day di quy dinh ctia phap luat
Viét Nam dé bado vé an toan cho Dir Liéu C4 Nhan.
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Inorder to carry out the purposes of processing Personal Data in this General Condlitions and other contracts,
agreements and documents entered into with Personal Data Subjects, Zephyra may be required to
provide/transtfer Personal Data for Zephyra's related third parties and these third parties may be based in
Vietnam or outside Vietnam. When providing/transferring Personal Data abroad (including but not limited to
activities using cyberspace, devices, electronic means or other forms to transfer Personal Data abroad
territory of Vietnam), Zephyra will require the receiving third party to ensure the safety and security of the
Personal Data provided/transferred. Zephyra is committed to fully complying with regulations and compliance
requirements of Vietnamese law to protect the safety of Personal Data.

Ngoai Zephyra, cic cong ty, t6 chic thanh vién clia Zephyra, cac cong ty s& hiiu truc ti€p hodc gian tiép
Zephyra, céng ty con, cdng ty lién doanh, céng ty lién két clia Zephyra, nha dau tu/cé déng chién lugc cla
Zephyra co thé lién hé véi Chli Thé DI Liéu C4 Nhan vé céc san pham, dich vu ma Zephyra cho réng Chl Thé
D Liéu C& Nhan co thé quan tam.

Beside Zephyra, companies, member organizations of Zephyra, companies that directly or indirectly own
Zephyra, subsidiaries, joint venture companies, affiliated companies of Zephyra, and strategic
investors/shareholders of Zephyra can contact with Personal Data Subjects about products and services that
Zephyra believes may be of interest to Personal Data Subjects.

THONG BAO XU Li DU LIEU CA NHAN
ANNOUNCEMENT OF PERSONAL DATA PROCESSING

Cht Thé D{f Liéu Ca Nhan xac nhan réng, bang viéc dang ky st dung, st dung céc sdn pham, dich vu clia
Zephyra, giao két hop déng véi Zephyra, chdp nhan Cac Diéu Kién Chung nay, Chd Thé D Liéu C4 Nhan da
dugc Zephyra théng béo, da biét va déng y vai toan bd cac ndi dung can dugc théng béo trude khi Zephyra
xUf ly DU Liéu C4 Nhan, chi tiét nhu quy dinh tai Cac Diéu Kién Chung nay. Cha Thé D Liéu Ca Nhan déng y
réng Zephyra khéng can thuc hién théng bao lai trudc khi xdr Iy DI Liéu Ca Nhan.

The Personal Data Subject confirms that, by registering to use, using Zephyra's products and services,
entering into contracts with Zephyra, by accepting this General Conditions, the Personal Data Subject has
been informed by Zephyra, is aware of and agrees to all the contents required to be notified before the
Zephyra processes Personal Data, as detailed in this General Condiitions. Personal Data Subjects agree that
Zephyra is not required to provide further notification before processing Personal Data.
QUYEN VA NGHIA VU CUA CHU THE DU LIEU CA NHAN
RIGHTS AND OBLIGATIONS OF PERSONAL DATA SUBJECTS
Quyén clia Cht Thé Dir Liéu Ca Nhan
Rights of Personal Data Subjects
a) Zephyra ton trong va nd luc dé bao vé céc quyén sau day clia Cht Thé DI Liéu Ca Nhan:
Zephyra respects and endeavors to protect the following rights of Personal Data Subjects:
(i) Puoc biét vé hoat dong xir Iy Dit Liéu Ca Nhan;
To be informed of the Personal Data Processing;
(i) Déngy hodc khong déng Y, yéu cau rut lai su déng y cho phép xir ly Dif Liéu Ca Nhan;
To consent, refuse, or request withdrawal of consent to the Personal Data Processing,
(iiii) Xem, chinh stra hodc yéu cau chinh stra Di Liéu Ca Nhan;

To view, modiify, or request modification of their Personal Data,
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(iv) Yéu cau cung cap, xda, han ché xt ly Dt Liéu Ca Nhan; guii yéu cau phan ddi xtr ly DI Liéu
Ca Nhan;

To request provision, deletion, and restriction of Personal Data Processing, to object to
Personal Data Processing;

(V) Khiéu nai, t6 cao, khdi kién, yéu cau bdéi thudng thiét hai theo quy dinh clia phap Iuat;

To complain, denounce, initiate lawsuits, or claim damages according to the law;

(Vi) Yéu cau co quan cé tham quyén hodc cd quan, t6 churc, ca nhan lién quan dén xt Iy Di Liéu
Ca Nhan thuc hién cac bién phap, gidi phap bao vé dir liéu cé nhan ctia minh theo quy dinh
cla phap luat.

To request competent authorities or agencies, organizations, or individuals relevant to
Personal Data Processing to adopt solutions and measures to protect their Personal Data
according to the law.

Zephyra sé& x{ ly cac yéu cau clia Cht Thé D Liéu C& Nhan phu hgp vdi quy dinh clia phap luat va can nhic
quyén Igi chinh dang ctia Chti Thé Dir Liéu Ca Nhan. Tuy nhién, trong trudng hap Cha Thé Dir Liéu Ca Nhan rut
lai sy déng y clia minh, yéu céu xda dif liéu va/hodc thuc hién cac quyén cé lién quan khac déi véi bat ky hodc
t&t cd cac D Liéu C& Nhan [am &nh hudng dén kha n&ng cung c&p/duy tri cac sdn phdm, dich vu clia Zephyra
déi v&i Chu Thé Dir Liéu Ca Nhan, tuy thudc vao tinh chat yéu cau ctia Cha Thé Dit Liéu Ca Nhan, Zephyra cé
thé s& xem xét va quyét dinh vé viéc khadng ti€p tuc cung c&p céc sdn pham, dich vu clia Zephyra cho Chli Thé
Dir Liéu C4 Nhan. Cac hanh vi dugc thuc hién bai Cha Thé Dif Liéu Ca Nhan theo quy dinh nay sé& dugc xem 13
sy don phuong cham dut tU phia Chl Thé DT Liéu C4 Nhan cho bat ky méi quan hé nao gitta Chd Thé D Liéu
C4& Nhan v&i Zephyra, va hoan toan co6 thé dan dén su vi pham nghiia vu hodc cdc cam két theo hap déng gitra
Chu Thé Dir Liéu Ca Nhan véi Zephyra, dong thdi Zephyra bao Iuu cac quyén va bién phap khac phuc hop phap
clia Zephyra trong nhing trudng hap doé. Theo dd, Zephyra sé& khéng chiu trach nhiém ddi vai Cht Thé D Liéu
C4& Nhan cho bat ky t&n that nao phat sinh, va cac quyén hap phdp ctia Zephyra sé& dudc bao luu mét cach rd
rang déi vai viéc gidi han, han ché, tam ngiing, htly bd, ngan can ddi véi D Liéu Ca Nhan do.

Zephyra will process requests from Personal Data Subjects in accordance with the law and taking into account
the legitimate interests of Personal Data Subjects. However, in the event that the Personal Data Subject
withdraws his or her consent, requests data erasure ana/or exercises other relevant rights in respect of any
or all of the Personal Data as an image, affecting the ability to provide/maintain Zephyra's products and
services to Personal Data Subjects, depending on the nature of the Personal Data Subject's request, Zephyra
may consider and decide not to continue providing Zephyra products and services to Personal Data Subjects.
Actions taken by a Personal Data Subject under this provision shall be deemed to be a unilateral termination
on the part of the Personal Data Subject of any relationship between the Personal Data Subject and Zephyra,
and may result in a breach of the Personal Data Subject's contractual obligations or commitments to Zephyra,
and Zephyra reserves its legal rights and remedies in those cases. Accordingly, Zephyra shall not be liable to
Personal Data Subjects for any loss arising, and Zephyra's legal rights shall be expressly reserved to limit, limit
restrict, suspend, cancel, block such Personal Data.

b) B&ng nd Iuc hap ly, Zephyra sé& thuc hién yéu cau hgp phép va hop 1é tir Cha Thé Dir Liéu Cé Nhan
trong thai gian phu hgp vdi quy dinh clia phap luat.

With reasonable efforts, Zephyra will comply with a lawful and valid request from a Personal Data
Subject within a reasonable time in accordance with the law.

€) Vimuc dich bdo mat, Chi Thé D Liéu C& Nhan cé thé can phai dua ra yéu cau ctia minh bang van
ban ho&c sif dung phuong phap khac dé chimng minh va xac thuc danh tinh ctia Chli Thé Dt Liéu Ca
Nhan. Zephyra co thé yéu cdu Chti Thé Dir Liéu Ca Nhan xac minh danh tinh trudc khi x{ ly yéu cau
ctia Cht Thé Dir Liéu Ca Nhan.
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For security purposes, the Personal Data Subject may need to make his or her request in writing or
use other method’s to prove and authenticate the identity of the Personal Data Subject. Zephyra may
require Personal Data Subjects to verify their identity before processing the Personal Data Subject's
request.

DE lam r&, Zephyra cé quyén tU chéi thuc hién cac yéu cau clia Chui Thé D Liéu Ca Nhan trong mét
s6 trusng hop nhét dinh, bao gém nhung khéng gidi han & trudng hap: (i) Chti Thé Dir Liéu Cé Nhan
khéng thuc hién dung trinh ty, tht tuc do Zephyra hudng dan; (i) Chd Thé Dir Liéu Ca Nhan khéng
cung cép hodc cung cap khéng day di cac gidy td, tai liéu dé xac minh danh tinh; hoac (iii) trong
trudng hop Zephyra danh gia co dau hiéu gian 1an, vi pham vé bao vé D Liéu Ca Nhan; hoac (iv) Quy
dinh clia phap luat khdng cho phép thuc hién yéu céu ctia Cht Thé D Liéu Ca Nhan.

For clarity, Zephyra has the right to refuse to comply with requests from Personal Data Subjects in
certain cases, including but not limited to: (i) Personal Data Subjects failure to properly follow the
order and procedures instructed by Zephyra; (i) Personal Data Subject does not provide or does not
provide fully documents to verify identity; or (iii) in case Zephyra assesses there are signs of fraud or
violations of Personal Data protection; or (iv) The provisions of law do not allow the fulfillment of the
Personal Data Subject's request.

7.2. Nghia vy cia Cha Thé Dif Liéu Ca Nhan

Obligations of Personal Data Subject

a)

b)

c)

d)

e)

f)

9)

Tu bao vé dir liéu ca nhan clia minh;

To protect their personal data,

Ton trong, bdo vé dif liéu ca nhan clia ngudi khac;
To respect and protect the personal data of others;

Cung cép day du, chinh xac di liéu ca nhan clia minh theo quy dinh clia phap lut, theo hgp déng
hoac khi dong y cho phép xU ly dif liéu ca nhan ctia minh;

To adequately and accurately provide their personal data according to the law, contracts, or upon
their consent to the processing of their personal data,

Chép hanh phap luat vé bao vé di liéu ca nhan va tham gia phong, chéng hoat déng xam pham di
liéu ca nhan.

To comply with personal data protection laws and particjpate in the prevention and combat against
personal data infringement.

Théng bao ngay tdi Zephyra néu phat hién hodc nghi ngd D Liéu Ca Nhan ctia ban than b 16, cé thé
dan tdi rii ro trong qué trinh s dung dich vu, hodc bat ky vi pham nao vé bdo vé D Liéu Ca Nhan
theo Céc Piéu Kién Chung nay ma Chd Thé Dir Liéu Ca Nhan cé thé nhan biét duac.

Notify Zephyra immediately if you discover or suspect that your Personal Data has been exposed,
which may lead to risks during service use, or any violation of Personal Data protection according to
this General Condiitions are identifiable to the Personal Data Subject;

Thudng xuyén kiém tra trén trang théng tin dién tir chinh thic clia Zephyra dé cap nhat va thuc hién
theo bat ky thay d6i nao (néu co) lién quan dén chinh sach bao vé Dir Liéu Ca Nhan tai Cac Diéu Kién
Chung nay.

Regularly check Zephyra's official website to update and follow any changes (if any) related to the
Personal Data protection policy in this General Conditions;

Céac nghia vy khéac theo quy dinh clia phap luat.
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Other obligations as prescribed by law.

LUU TRU DU LIEU CA NHAN
STORAGE OF PERSONAL DATA

D Liéu Ca Nhan sé& dugc Zephyra luu trif va dp dung cac bién phap thich hap dé bdo mat. Trong pham vi phap
luat cho phép, Zephyra cé thé Iuu trir DI Liéu Ca Nhan tai Viét Nam hodc tai nudc ngoai, ké ca gidi phap Iuu
trir trén dién toan dam may. Viéc luu trir DI Liéu Ca Nhan dugc thuc hién trong khodng thdi gian can thiét dé
hoan thanh cac muc dich nhu thda thuan véi Cha Thé Dt Liéu Ca Nhan tai Cac Diéu Kién Chung nay, cac hop
déng, thda thuan, van kién khac dugc xac 1ap vai Chu Thé Dif Liéu Ca Nhan, trir trudng hop dugc hodc phai
Iutu tri 1au hon theo yéu cau clia quy dinh phap luat tai ting thdi diém.

Personal Data will be stored by Zephyra and appropriate security measures will be gpplied. To the extent
permitted by law, Zephyra may store Personal Data in Vietnam or abroad, including cloud storage solutions.
The storage of Personal Data is carried out for the period necessary to fulfill the purposes as agreed with the
Personal Data Subject in this General Condlitions, other contracts, agreements and documents as agreed
upon with the Personal Data Subject in this General Condiitions established with the Personal Data Subject,
except in cases where it is or must be stored for a longer period of time as required by legal requilations from

time to time.



